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1. CLOUD COMPUTING

1.1 Laws and Regulations

Although there are no specific laws for regulat-
ing cloud computing in Turkey, certain rules pre-
scribed in several laws and secondary legislation
concerning cloud computing apply in most cas-
es. These rules are mainly concentrated on the
notification requirement and data localisation.

Laws and Regulations on Hosting Providers
As per Law No 5651 on the Regulation of Pub-
lications on the Internet and the Suppression
of Crimes Committed by Means of Such Pub-
lications, hosting providers should notify the
Information and Communication Technologies
Authority (ICTA) before providing hosting ser-
vices. Violation of this obligation will incur an
administrative fine ranging from TRY148,608
to TRY1,486,078. The approval and licence
requirements are no longer applicable to host-
ing services.

Law No 5651 defines hosting providers as “nat-
ural or legal persons who operate or provide
systems that store services and content”. As
such, cloud computing providers are regarded
as hosting providers under Law No 5651 and are
obliged to notify ICTA before starting to provide
cloud computing services.

As per Law No 5651, hosting providers are not
responsible for inspecting the legality of the
content, but they are required to retain the traf-
fic data for one year and to ensure the integrity,
accuracy and privacy of this data. At this point,
it should be kept in mind that, as per Electronic
Communication Law No 5809 (ECL), the traffic
data cannot be transferred abroad without the
data subject’s explicit consent. This is an impor-
tant challenge for cloud computing providers
whose servers are located in foreign countries.

If any requests are duly made by authorised
institutions for certain content, the hosting pro-
vider should discontinue broadcasting the rel-
evant content if it is broadcasted.

According to Article 51 of the ECL, traffic and
location data can be transferred abroad only if
explicit consent has been obtained from the data
subject. In this sense, if such data is to be kept
in a cloud, the servers of this cloud must be in
Turkey.

In 2013, ICTA published a report analysing the
usage, advantages and disadvantages of cloud
computing within the EU and Turkey, but said
report is not binding and cannot count as a
guideline.

Lastly, as per ICTA decision no 2019/DK-
TED/053 dated 12 February 2019 (ICTA Deci-
sion), all structures, systems, storing units and
software regarding remote programmable sim
technologies (e-sim) must be established in Tur-
key, and data must be kept in Turkey. In such
cases, cloud computing is allowed but the serv-
ers of the cloud services must be kept in Turkey.

Data Protection and Transferring Personal
Data Abroad

Personal Data Protection Law No 6698 (DP Law)
is the main legislation governing the protection
of personal data in Turkey. As per the DP Law,
the following conditions must be met in order to
transfer personal data:

« the data subject must give explicit consent
for the data transfer;

« the country where the data is going to be
transferred should be among the safe coun-
tries declared by the Turkish Data Protection
Board (Board); or

« the receiver of the data should undertake
to take all necessary measures to protect
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the data, and the Board should approve the
receiver’s undertaking.

The explicit consent of the data subject or an
approved undertaking is currently required in
order to transfer personal data abroad.

At this point, an assessment should be made
in order to determine whether retaining data in
a cloud system whose servers are located in
foreign countries can be regarded as a cross-
border data transfer. The Board has issued some
decisions that indicate its opinion on this matter:
for example, decision 2019/157 dated 31 May
2019 highlighted that, in the usage of Gmail ser-
vices provided by Google, emails are being held
at data centres all around the world, which con-
stitutes transferring personal data abroad under
Article 9 of the DP Law.

Moreover, in decision 2020/173 dated 27 Febru-
ary 2020 regarding commercial email services,
the Board concluded that Amazon Turkey vio-
lated DP Law rules regarding cross-border data
transfers due to the failure to obtain the explicit
consent of the users for email services. In line
with the Gmail decision, this recent Amazon
decision has again underlined that the usage of
email services constitutes a transferral of per-
sonal data abroad with.

Finally, in decision 2021/359 dated 13 April 2021,
the Board sanctioned a data controller employer
for using cloud services to store employees’ per-
sonal data without first obtaining the employ-
ees’ explicit consent. In the incident subject to
the decision, the employee data was stored in
a cloud database with servers abroad, which
could only be accessed by relevant authorised
persons; therefore, the Board ruled that the data
was transferred abroad.

As a result of these three cases, it is important
for cloud computing service providers to com-
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ply with the DP Law (especially Article 9). Cur-
rently, transferring data abroad is only possible
with the explicit consent of the data subjects or
the undertaking approved by the Board, as the
Board has not yet published the list of “countries
with adequate level of protection” for data cen-
tres under Article 9 that would allow the trans-
ferring of data abroad without explicit consent.

Financial Market Regulations

Due to the importance attached to financial data,
a special regime is prescribed in banking and
financial market regulations regarding cloud
computing in the financial sector.

The financial sector in Turkey is regulated and
supervised by the Banking Regulation and
Supervision Agency (BRSA). The sector is tradi-
tionally divided into two main categories: banks
and financial institutions (financial leasing, fac-
toring and financing companies) (together, Insti-
tutions).

The Official Gazette dated 15 March 2020 con-
tained the new regulation by the BRSA regarding
the utilisation of information systems for bank-
ing services, which became fully effective on 1
January 2021. Before the new regulation, there
were two communiqués in force regulating infor-
mation systems of financial institutions and pay-
ment and electronic money institutions. All three
of these regulations (BRSA Regulations) set forth
similar provisions regarding cloud systems.

The use of cloud systems is not prohibited under
the BRSA Regulations, but certain conditions
should be fulfilled.

According to the BRSA Regulations, the pri-
mary and secondary systems of the Institutions
should be kept in Turkey. If cloud computing ser-
vices are used, the information systems of cloud
computing service providers and their back-ups
are also regarded as primary and secondary sys-
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tems of the Institutions. In such cases, this data,
hardware and software, and their back-ups,
should also be kept in Turkey.

Moreover, if cloud computing services are used
for primary and secondary systems, the hard-
ware and software used should be dedicated to
a single institution. However, the use of com-
munity clouds is permitted for banks and finan-
cial institutions in certain conditions. If BRSA
approval is obtained, a community cloud can
be used by banks and financial institutions, on
the condition that the software and hardware are
dedicated to BRSA-regulated institutions and
logical separation is provided for each company.
In addition, with BRSA approval, financial insti-
tutions may use the same dedicated software
and hardware if logical separation is provided
for each company.

Capital Markets Regulations

The Capital Markets Board (CMB) Communiqué
on Management of Information Systems (CMB
Communiqué) was published in the Official
Gazette and come into force on 5 January 2018.
The Communiqué contained special provisions
regarding the localisation of data for those insti-
tutions to which the Communiqué is applicable.

In this scope, stock exchange markets, the Cen-
tral Registry Agency, capital market institutions,
public companies and several other capital mar-
kets actors are obliged to keep their primary and
secondary systems in Turkey.

Primary systems are defined as all systems con-
sisting of infrastructure, hardware and software
data enabling all information required for the
conduct of all activities and the fulfiiment of all
duties to be utilised and accessed safely and at
any time electronically. Secondary systems are
defined as the back-ups of primary systems.

Although there is no clear addressing of cloud
systems, the definition of primary systems is very
inclusive and clear enough to determine that, if
cloud computing is used, the main data, soft-
ware and hardware and their back-ups should
be kept in Turkey, which requires the servers to
be located in Turkey.

Regulation regarding Payment and Electronic
Money Institutions

The use of cloud services by payment and elec-
tronic money institutions is regulated under the
Communiqué on Information Systems of Pay-
ment and Electronic Money Institutions and Data
Sharing Services in the Field of Payment Ser-
vices of Payment Service Providers (Payment
IT Communiqué), according to which, payment
and electronic money institutions can use cloud
computing services established domestically
as an outsourced service to process, store and
transmit all kinds of data. However, obtaining a
cloud computing service to process sensitive
customer data, competitively sensitive data or
personal data requires the hardware and soft-
ware resources to be allocated solely to the insti-
tution doing the processing. In certain cases,
logical separation in the same hardware can be
used if the hardware is allocated to payment and
electronic money institutions or credit/financial
institutions that are regulated and supervised by
an authority.

Regulations regarding Public Utilities

The Circular on Information and Communication
Security Measures (Circular) was published in
Official Gazette No 30823, dated 6 July 2019,
and contained several rules regarding security
measures to be taken by public utilities for infor-
mation security.

The first provision prescribes that information
such as inhabitation, health and communication
data will be kept in Turkey, and the third provision
clearly prescribes that data held by public insti-
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tutions cannot be kept in cloud systems except
the own special systems of the institutions and
those of local service providers supervised by
the institutions.

The localisation of government data has become
concrete through the Circular. As such, cloud
outsourcing is not allowed in public institutions
except for local service providers supervised by
the institutions. Even in that case, all systems of
the cloud service providers containing the public
data should be kept in Turkey.

2. BLOCKCHAIN

2.1 Legal Considerations
Blockchain is currently not regulated under any
specific law or regulation. It is understood, how-
ever, from publicly available data that work on
draft legislation is in progress.

The use of cryptocurrencies in capital markets is
prohibited. In 2017, the CMB sent a general let-
ter to intermediary institutions, pursuant to their
information request, stating that Turkish legisla-
tion contains neither a regulation nor a definition
of crypto-assets, and as crypto-assets are not
listed among the underlying assets upon which a
derivative instrument can be based, intermediary
institutions should not conduct any derivatives
or spot transactions based on cryptocurrencies.

Aside from this, blockchain technology is usable
in the financial sector. For example, the Istanbul
stock exchange Borsa Istanbul (BIST) has car-
ried out a project to use a customer database
that is based on blockchain technology. In this
respect, the adding of new customers and the
changing of data and documents are managed
through a blockchain network. Similarly, Istanbul
Takas ve Saklama Bankasi A.S. has implemented
a blockchain application to enable physical gold
to be converted into a digital asset and thereby
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allow the transfer of gold without time limitation,
from person to person.

Digital securities have structural similarities with
investment instruments regulated under Capi-
tal Markets Law No 6362 (CML). In this sense,
while issuing these assets it is important to make
a detailed assessment regarding whether they
may fall within the scope of the CML and rel-
evant legislation. Where the instrument has a
regulated underlying asset such as equities, the
issue of such asset would probably subject it to
the CML and relevant legislation.

Cryptocurrency transactions are subject to
extant laws on the prevention of financial crimes,
anti-money laundering and combatting the
financing of terrorism, and laws of taxation.

In the absence of specific blockchain regula-
tions, existing law limits the types of assets
in which a fund may invest. Since blockchain
assets are not specifically approved, it is rea-
sonable to conclude that funds may not invest
in these assets. Moreover, the CMB does not
allow intermediary institutions to conduct any
derivative or spot transactions based on crypto-
assets.

The BRSA published a public statement in
November 2013 assessing cryptocurrencies’
legal status with respect to Law No 6493 on Pay-
ment and Securities Settlement Systems, Pay-
ment Services and Electronic Money Institutions
(Payment Law). According to the BRSA, crypto-
currencies (bitcoin in the public statement) can-
not be regarded as electronic money since they
are not issued by any official or private institu-
tion, and their intrinsic value is not reserved by
funds received by the issuer. Also, as per the
Regulation on the Use of Crypto-Assets in Pay-
ments, crypto-assets cannot be used, directly or
indirectly, to purchase goods and services in Tur-
key nor in the provision of payment services or
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the issuance of e-money. Intermediary financial
services to crypto-asset platforms and service
providers, including funds transfers, custodial,
settlement and issuance services and the devel-
opment of financial services business models
involving crypto-assets are prohibited.

Blockchain can serve as both an advantage and
a disadvantage for the protection of personal
data. The data can be stored more securely in
a blockchain. However, as the data in a block-
chain is not kept by a central database but rather
distributed through decentralised databases, it
is not clear whether joint controllership exists
between the ledger holders. Also, as it is dif-
ficult to delete or alter data in a blockchain, any
necessary erasure, destruction or anonymisation
becomes a problem. In this respect, blockchain
may prevent data controllers effectively meeting
their obligations.

As there is no centralised database, jurisdic-
tional issues may also arise. The International
Private and Civil Procedure Law No 5718 (PCPL)
is the main legal document governing jurisdic-
tion and conflict of law issues. As per the PCPL,
domestic jurisdiction rules apply for the jurisdic-
tion of Turkish courts internationally, but for cer-
tain specific cases the jurisdiction is addressed
under the PCPL. In this regard, jurisdiction for
the usage of blockchain is determined based on
the purpose for which the blockchain is used
and the nature of the dispute, as per Civil Pro-
cedure Law No 6100.

Intellectual property (IP) has become an impor-
tant topic in relation to blockchain networks,
especially after the rise of NFTs. There are dif-
ferent aspects of blockchain that raise IP-relat-
ed issues — mainly blockchain software and the
content or data embedded in the blockchain.

The software related to blockchain technology is
protected under Turkish Copyright Law No 5846

(Copyright Law) as long as it bears the individu-
ality of its author. Protection granted to software
does not include algorithms and interfaces, but
interfaces may be protected as designs under
Copyright Law and Industrial Property Law No
6769 (IP Law) as well as unfair competition rules.

However, detecting the ownership of any IP
rights or any infringement of IP rights is still
problematic, based on various factors, such
as: ownership of a work is hard to determine in
a decentralised network, and the infringement
claim can differ based on whether or not an
open-source was used and then what type of
licence was used, etc.

The content or data embedded in the blockchain
can be transferred easily through blockchain
technology. The content may include copyright-
ed work or trade secrets, so it is not wrong to
prognosticate that blockchain may be subject to
copyright infringement or other IP rights infringe-
ment claims.

3. LEGAL
CONSIDERATIONS FOR BIG
DATA, MACHINE LEARNING
AND ARTIFICIAL
INTELLIGENCE

3.1 Challenges and Solutions

The main challenge regarding starting a project
involving big data, machine learning or artificial
intelligence (Al) is the personal data protection
issues. The DP Law, which is based former EU
Directive 95/46/EC on the protection of personal
data, is the main legal document that governs
the processing of personal data — see 6.1 Core
Rules for Individual/Company Data.

Personal data composing “big data” and the
resource data for machine learning must be
obtained and processed in line with the DP



LAW AND PRACTICE TURKEY

Contributed by: Burcu Tuzcu Ersin, Ezgi Baklaci Guilkokar, Ece Berkman and Ceylan Necipoglu,

Law. As such, the collection and process of the
personal data must be based on a valid legal
ground as per the DP Law; the explicit consent
of the data subjects, when necessary, must be
obtained in compliance with the personal data
processing principles; and the data subjects
must be informed of the data processing.

Al is not specifically regulated under Turkish law,
but its use may trigger certain control mecha-
nisms under various laws and regulations.

For instance, the use of Al automatic decision
making or any other processing exclusively
conducted through automatic means can be
challenged by data subjects if it has a negative
impact on them.

Product liability and tort provisions of Turkish law
also apply to damages incurred due to the use
of Al. The use of Al in smart vehicles, includ-
ing driverless cars, may result in product liability
issues. As the driver may be the Al rather than
the person who holds the driver’s licence, traffic
insurance issues may arise. In this specific case,
as driverless cars are not actively in traffic as of
yet, it is not clear how the courts and insurance
companies will handle such cases.

Another aspect is the IP issues. Software is
considered a science and literature work under
the Copyright Law, and is protected without any
registration obligation. Therefore, the outputs of
machine learning processes and artificial intel-
ligence are protected under the Copyright Law.

One issue regarding the use of artificial intel-
ligence is whether the products created by Al
are patentable, or whether Al can be regarded
as an inventor. This issue is yet to be resolved
officially in Turkey as there are not yet any pat-
ent applications regarding products produced
by Al. Pursuant to Article 74 of the Regulation
on the Implementation of the Industrial Property
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Law of 24 April 2017, the identity and contact
information of the inventor must be included in
the patent application form. Therefore, although
there is no clear statement, it can be said that an
inventor can only be a real person in the context
of the IP Law. In other words, it is not possible
for artificial intelligence to be accepted as an
inventor according to the current regulations;
even legal persons are not accepted as inven-
tors in this direction. As a matter of fact, the IP
Law regulates employee inventions and states
that legal entities do not have the title of inventor.

The PCPL is the main legal document govern-
ing jurisdictional and conflict of law issues. It
states that domestic jurisdiction rules apply for
the jurisdiction of Turkish courts internationally,
but for certain specific cases the jurisdiction is
addressed under the PCPL. In this regard, juris-
diction for the usage of big data, machine learn-
ing and Al is determined based on the purpose
for which they are used and the nature of the
dispute.

Elements of big data, machine learning and Al
- such as databases, software, designs, artistic
works, models and robots — may be protected
based on their nature under the Copyright Law
or the Commercial Law, or as long as they meet
the requirements. Some people defend the pro-
tection of an algorithm as a literate work if it is
unique, but there is not yet any case law on this
subject. Algorithms may be protected as trade
secrets in certain cases.

The ownership of a creation of an Al is still under
discussion in the Turkish community and all
around the world. There is no case law regard-
ing Al in Turkey yet. However, the Copyright Law
and the IP Law are based on human creativity
and only determine real persons as authors or
inventors. Accordingly, future challenges will
revolve around determining the ownership of
works and inventions created by an Al, neces-
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sitating the adaptation and evolution of the legal
IP framework.

4. LEGAL
CONSIDERATIONS FOR
INTERNET OF THINGS
PROJECTS

4.1 Restrictions on a Project’s Scope
The internet of things (IoT) is not specifically reg-
ulated under Turkish Law. The main legal issues
regarding loT are data protection and cyberse-
curity. As explained in detail in 6.1 Core Rules
for Individual/Company Data, the collection
and processing of personal data must follow
the DP Law. In this respect, if personal data is
collected and processed through loT, such col-
lection and processing must have a legal basis
under the DP Law, the data processing princi-
ples must be followed, and the data subjects
must be informed of the data processing. In this
regard, the excessive collection of personal data
must be avoided.

For Turkey-domiciled data subjects, the rules for
cross-border transfers of personal data apply.
Therefore, if the servers where the data is stored
are located outside Turkey, either the explicit
consent of the data subject must be obtained, or
an undertaking must be approved by the Board.
Also, the data controller is responsible for the
protection data subjects’ personal data collect-
ed through loT. The hacking of those devices
may also raise product liability claims.

Another important issue is when the products
use e-sim technology to communicate. As per
the ICTA Decision (see 1.1 Laws and Regu-
lations), if e-sim technologies are used within
the borders of Turkey, the modules within this
scope must be programmed exclusively to be
controlled by mobile operators in Turkey, and
only the profiles of Turkish operators must be

set up. Also, all structures, systems, storing units
and software regarding remote programmable
sim technologies (e-sim) must be established in
Turkey, and data must be kept in Turkey.

As per the Regulation on the Registration of
Devices with Electronic Identity Information of
12 July 2014, devices that communicate with-
out voice communication (starting a voice call,
ending a voice call and initiating a short mes-
sage) and with electronic identity information
that receive international permanent data roam-
ing service and devices with electronic identity
information used in the in-vehicle emergency
call system (e-Call) are also subject to registra-
tion obligation. In this respect, if the IoT device
receives permanent roaming service by leaving
a trace on the network without voice communi-
cation (starting a voice call, ending a voice call,
starting a short message) for more than 90 days
cumulatively within 120 consecutive days, it will
also be subject to a registration obligation.

5. CHALLENGES WITH IT
SERVICE AGREEMENTS

5.1 Legal Framework Features

IT service agreements are not specifically regu-
lated under Turkish law, and the IT service agree-
ments are subject to general laws of obligation
and commercial law, except those received by
entities in regulated sectors.

The most important issue regarding IT service
agreements is personal data protection. As
explained under 6.1 Core Rules for Individual/
Company Data, cross-border personal data
transfers are heavily restricted under the DP
Law. In this regard, cloud-based IT services in
particular will be subject to these cross-border
personal data transfer rules if their servers are
located abroad.
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In requlated sectors, the outsourcing and receiv-
ing of IT services are also regulated. The princi-
ples regarding the IT service provision and the
minimum content of the service agreements are
regulated in the BRSA Regulations and the CMB
Communiqué. As explained in 1.1 Laws and
Regulations, in any case primary and second-
ary systems must be kept in Turkey.

IT service agreements regarding payment ser-
vices are regulated under the Payment Law and
secondary legislation. As per the Payment Law,
agreements between payment and settlement
system providers and the participants can only
be concluded with the prior approval of the Cen-
tral Bank of the Republic of Turkey (CBRT). The
minimum content and other requirements for
framework agreements between the payment
service provider and the customer are also regu-
lated under the Payment Law.

It should be kept in mind that, as per the Circu-
lar (see 1.1 Laws and Regulations), operators
that are authorised to provide communication
services are obliged to establish an internet
exchange point in Turkey. Necessary measures
must be taken to prevent the export of domestic
communication traffic that should be exchanged
domestically. Also, in those regions where criti-
cal institutions are located, operators must
transmit data on fibre optic cables instead of
through methods such as radio links. In critical
data communication, radio link communication
must not be used; however, in cases where such
use is inevitable, data must be encrypted using
devices that hold national encryption systems.
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6. KEY DATA PROTECTION
PRINCIPLES

6.1 Core Rules for Individual/Company
Data

Personal data is defined under the DP Law as
any information relating to an identified or iden-
tifiable real person. Any information that can be
used to identify an individual would constitute
personal data — eg, a customer’s name and
address, |IP address, email address or a data-
base of customer email addresses. On the other
hand, the data of a company is not regarded as
personal data unless it consists of any informa-
tion that can be used to identify an individual.

Under the DP Law, a data controller is the
responsible party and addressee of the obliga-
tions. “Data controller” is defined as a real per-
son or entity who determines the intended pur-
poses and means of processing personal data.
Data controllers are responsible for establishing
and administering data registry systems.

The following key principles need to be followed
in all personal data processing activities (Article
4 of the DP Law) performed by data controllers.
Personal data must be:

« processed lawfully and fairly;

 accurate and, where necessary, kept up to
date;

* processed for specified, explicit and legiti-
mate purposes;

* relevant, limited and proportionate to the pur-
poses for which it is processed; and

* retained for the period determined by relevant
legislation, or as deemed necessary for the
purpose of the data processing.

In addition to these main principles, current leg-

islation provides various legal grounds for pro-
cessing personal data and special categories

10
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of personal data to ensure adequate protection
under the DP Law.

Article 5 of the DP Law states the legal basis for
data processing, according to which personal
data can be processed in the following cases:

- if the data subject has given their explicit
consent;

« if it is explicitly permitted by law;

« if it is mandatory for the protection of life or to
prevent the physical injury of a person, where
that person is physically or legally incapable
of providing their consent;

« if the processing of personal data belonging
to the parties to a contract is necessary, pro-
vided that it is directly related to the execu-
tion or performance of that contract;

« if it is mandatory in order for the data control-
ler to fulfil its legal obligations;

- if the personal data was previously publicised
by the data subjects themselves;

« if it is mandatory for the establishment, exer-
cise or protection of certain rights; and

« if it is vital to the legitimate interests of the
data controller, provided, however, that the
fundamental rights and freedoms of the data
subject are not compromised.

Narrow legal grounds have been introduced for
the processing of special categories of personal
data.

To ensure transparency, it is mandatory under
Article 10 of the DP Law for a data processor
to inform the data subject of the following when
collecting personal data, regardless of the legal
basis for data processing:

« the identity of the data controller and its rep-

resentative, if any;
* the purpose of the personal data processing;

11

« the recipients to whom the personal data
can be transferred, and the purpose of the
transfer;

« the methods of and legal reasons for collect-
ing personal data; and

« the rights of the data subject under the DP
Law.

This obligation to inform is not subject to a
request from the data subject and must be ful-
filled no later than the time of obtaining the per-
sonal data.

The DP Law stipulates the same circumstances
for processing personal data and transferring
personal data inside Turkey (Article 8 of the DP
Law). In this regard, one of the conditions for
data processing listed above must be met in
order to transfer personal data inside Turkey to
a data controller or a data processor.

A cross-border transfer may take place if the
data subject has given their explicit consent. If
the cross-border transaction is based on one of
the conditions other than explicit consent, the
following applies:

« the receiving country must be accepted as a
country with an adequate level of data pro-
tection by the Board; or

« if the level of data security is not adequate,
then the data transferor in Turkey and the
data receiver abroad (data controller or
processor) must execute a written undertak-
ing letter (the minimum content of which is
already determined by the Board) and seek
the approval of the Board for the data trans-
fer.

The list of countries with an adequate level of
protection has yet to be published by the Board,
so explicit consent and undertaking are the
available options for data transfers.
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Data controllers are obliged to notify data sub-
jects and the Board within the shortest possible
timeframe if processed data is collected by par-
ties through unlawful methods. When necessary,
the Board may announce such breach on its offi-
cial website or through other methods it deems
appropriate.

Data controllers are also obliged to register on
the data controllers registry system (VERBIS),
which is an online registration system where data
controllers record their data processing activi-
ties. In principle, all data controllers are required
to register with VERBIS before processing per-
sonal data (Article 16 of the DP Law), but the
Board may grant exemptions, at its discretion.

In this regard, the Board has issued decisions
granting exemptions from the VERBIS registra-
tion requirement to certain professional groups,
associations and political parties. It has also
granted a general exemption to local data con-
trollers with fewer than 50 employees annually,
or whose annual balance is below TRY25 million.

A local data controller with employees or rev-
enue in excess of these thresholds must regis-
ter with VERBIS unless they fall within another
exception, or unless one is granted by the Board
on other grounds.

Notably, data controllers abroad processing data
from Turkey must register with VERBIS without
exception.

7. MONITORING AND
LIMITING OF EMPLOYEE
USE OF COMPUTER
RESOURCES

7.1 Key Restrictions
Monitoring and limiting the use by employees
of company computer resources is mainly cov-
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ered by data protection and employment laws.
However, the Constitutional Court of Turkey
(Court) has also published several decisions
regarding the monitoring of employee comput-
ers. The Court is the final domestic destination
under Turkish law for the examination of whether
a person’s fundamental rights arising from the
constitution are being infringe; its decisions
are final and binding for the case. Although the
decisions are only binding for that specific case,
judges usually consider the Court’s decisions
while delivering a verdict, as the issue may be
reviewed by the Court in the end.

The Kara/Ozbek decision numbered 2013/4825
was a famous decision delivered by the Court
before the landmark Barbulescu v Romania deci-
sion of the European Court of Human Rights in
2017, discussing the surveillance of employees’
communication. According to the Kara/Ozbek
decision, the employer’s surveillance of email
contents did not violate the employee’s freedom
of communication and the privacy of his private
life on the conditions that:

* the employer has a legitimate interest in
reviewing the contents of e-mail;

» the measures applied by the employer are
proportionate to the employer’s legitimate
interest;

« the employees are bound by the rules and
regulations of the workplace, which outline
the employer’s legitimate interest as well as
the employer’s email surveillance practice;
and

- employees are warned by the employer that
corporate emails are restricted for private
communications or use.

However, in the Court’'s decision (Decision)
dated 17 September 2020, published in Official
Gazette No 31274, dated 14 October 2020, the
Court aligned its approach with that of the ECHR,
as can be observed in the Barbulescu v Romania
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judgment. Although reaffirming the main princi-
ples set in its Kara/Ozbek decision, the Court
departed from its previous approach of requir-
ing employers to exclude or prohibit the private
and personal use of corporate email accounts
as an element of the surveillance. According to
the Decision, the following must occur in order
for the monitoring to be legal:

+ the employer must have a legitimate inter-
est in monitoring communication and must
consider whether this interest can be pursued
by only monitoring the flow of the commu-
nication or by monitoring the content of the
communication;

« the employees must be informed by the
employer beforehand about the surveillance,
its purposes, its legal grounds, its scope, its
results and their rights;

+ the invasion of the employee’s privacy must
be paramount to accomplishing the purpose
of the surveillance;

« the invasion must be compulsory for the
purpose of the surveillance and the same
results must not be able to be accomplished
by other means that require less personal
data to be processed or mean that data will
be processed less intensely;

« the data to be collected must be limited by
the purpose of the surveillance — no exces-
sive data processing must take place; and

* the legitimate interest of the employer must
be balanced with the employee’s fundamental
rights and freedoms.

Following this Decision, in the decision num-
bered 2018/31036 and dated 12 January 2021,
the Court decided that the employer, a private
bank, had a legitimate business interest in the
surveillance of employees’ emails and found
no violation of employee privacy or freedom
of communication, because the employer had
informed employees of the surveillance of their
email, and because the surveillance was pro-
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portional under the circumstances, considering
that the employer used only emails indicating the
applicant’s engagement in commercial activities
to support its claim.

Considering these decisions and the DP Law,
informing is an essential part of personal data
processing. It is important to contain provisions
in the employment contract and employment
information notice regarding the monitoring of
correspondences and personal data that may be
processed for internal control purposes.

In this regard, web traffic monitoring and tools to
detect extensive private email use can be used
for the protection of company data, as long as
the principles listed in the Decision and Article 4
of the DP Law are followed and the employees
are informed beforehand.

There is no obstacle to or regulation of data loss
prevention tool, the use of which is supported by
the Board as it is considered a technical meas-
ure.

8. SCOPE OF
TELECOMMUNICATIONS
REGIME

8.1 Scope of Telecommunications
Rules and Approval Requirements
Telecommunications is a highly regulated sec-
tor under Turkish Law, with the ECL being the
main legislative document and ICTA being the
national regulatory agency for the supervision
of the sector and execution of the ECL. The tel-
ecommunications sector is regulated by licens-
ing, authorisation, notification and other control
mechanisms regarding the establishment, con-
duct and structure of companies.

Electronic communications services could be
provided and/or electronic communications



LAW AND PRACTICE TURKEY

Contributed by: Burcu Tuzcu Ersin, Ezgi Baklaci Guilkokar, Ece Berkman and Ceylan Necipoglu,

networks or infrastructure could be constructed
and operated upon receiving authorisation from
ICTA.

It is fundamental that the electronic communica-
tions service and/or network or infrastructure is
provided primarily by operators that are author-
ised by ICTA.

Nevertheless, the following electronic communi-
cations services and/or networks or infrastruc-
ture are not subject to authorisation:

« those that are within any natural person’s or
legal entity’s property under their own use
and do not exceed any property’s borders,
which are used for individual or organisational
needs exclusively, which are not used to pro-
vide any electronic communications services
to third parties, which are provided without
any commercial intention and which are not
publicly available; and

« those that are constructed pertaining solely
to the services of public corporations and
institutions in accordance with the specific
laws thereof.

VoIP and instant messaging services fall with-
in the scope of the authorisation obligation.
Although ICTA tends to consider those servic-
es under the authorisation obligation, there is
no public information regarding any sanctions
imposed on instant messaging and VoIP ser-
vices. RFID tags seem less likely to be regarded
as electronic communication devices, but elec-
tronic communication is very widely defined
under the ECL as the transmission, exchange
and receiving of all kinds of signals, symbols,
sounds, images and data that could be con-
verted into electrical signals, by means of cable,
radio, optic, electric, magnetic, electromagnetic,
electrochemical, electromechanical and other
types of transmission systems. Therefore, in a
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wider interpretation, they may also be regarded
as electronic communication devices.

Authorisation is issued on the basis of notifica-
tion or rights of use. Companies that are willing
to provide electronic communications services
and/or to construct and operate electronic com-
munications networks or infrastructure must
notify ICTA of their intention to do so prior to the
commencement of activities. When companies
that have notified ICTA do not need the assign-
ment of resources such as number, frequency
and satellite position for electronic communi-
cations services and/or electronic communica-
tions network or infrastructure that they plan to
provide and/or to operate, they are authorised
pursuant to the notification to ICTA.

If they do need the assignment of resources,
they are authorised upon receiving the right of
use from ICTA.

ICTA issues right of use within 30 days upon due
application for electronic communications ser-
vices for which the number of rights of use does
not need to be limited. The number of rights of
use could only be limited when the resources
need to be operated by a limited number of
operators and for the aim of ensuring the effi-
cient and effective use of resources. In such a
case, allocation is made through public tenders.

The durations of rights of use are not to exceed
25 years. The duration of authorisation is deter-
mined by taking into consideration the qualifica-
tion of the service and network and the request
of the applicant.

ICTA is entitled to reject applications for rights of
use due to the insufficiency of resources and the
non-availability of the qualification requirements
specified in the tender stage, and on grounds
related to national security, public order, public
health and similar public interests.
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The authorisation fee consists of administrative
charges and fees for rights of use.

In order to contribute to the expenses aris-
ing from market analysis, the preparation and
implementation of regulations, the supervision of
operators, technical monitoring and supervision
services, market control, international co-opera-
tion, harmonisation and standardisation studies
and other activities, and all kinds of administra-
tive expenses, ICTA receives administrative fees
from the operators, not to exceed 0.35% of the
net sales of the operator in the previous year.
However, the annual administrative fee cannot
be less than the lower limit of TRY16.547.

9. AUDIO-VISUAL
SERVICES AND VIDEO
CHANNELS

9.1 Audio-Visual Service Requirements
and Applicability

The legal framework for media in Turkey is regu-
lated by the following various acts and regula-
tions instead of a single unified media law:

+ Law No 6112 on the Establishment of Radio
and Television Enterprises and Their Media
Services (Media Law);

* Press Law No 5187;

« Law No 5651;

+ the ECL;

« the Copyright Law;

*the IP Law;

+ the Regulation on the Provision of Radio, Tel-
evision and On-demand Media Services Via
Internet Environment, published in the Official
Gazette No 28444 (OTT Regulation);

« the Regulation on the Principles and Proce-
dures in Relation to the Rating and Monitoring
of the Viewing and Listening of Broadcast
Services, published in Official Gazette No
28444,
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« the Regulation on the Procedures and Princi-
ples of Media Services, published in Official
Gazette No 28103;

« the Regulation on Broadcasting via Cable
Networks, published in Official Gazette No
27965;

« the Regulation on Broadcasting Via Satellite,
published in Official Gazette No 27965; and

« the Regulation on the Principles and Proce-
dures Relating to the Implementation of Mul-
tiple Partnerships With Media Service Provid-
ers, published in Official Gazette No 28144.

In the broadcasting industry, the Media Law
mainly provides the governing regulatory provi-
sions. On 3 March 2018, the Media Law was
amended to introduce licensing requirements for
online broadcasts, and the OTT Regulation was
subsequently enacted on 1 August 2019.

Broadcasting services can only be provided with
a licence obtained from the Radio and Televi-
sion Supreme Council (RTUK). Media service
providers must apply to the RTUK for a sepa-
rate licence for each broadcasting technique
and network in order to be able to broadcast
through cable, satellite, terrestrial and similar
networks. The licence document must clearly
indicate which broadcasting technique and
network the licence is granted for. Enterprises
requesting to make simultaneous broadcasts on
different networks by different techniques must
apply for separate licences for each broadcast-
ing technique and network.

The term of the broadcasting licence is ten
years. The terrestrial broadcast capacity that
becomes available at the end of the licence term
must again be put out to tender by the RTUK.
Any enterprise to which the RTUK has granted
a terrestrial broadcasting licence cannot transfer
its licence rights. An enterprise that decides to
cease its broadcasting activity must return its
licence to the RTUK.
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A broadcasting licence can only be granted to
incorporations that are established in accord-
ance with the provisions of Commercial Law No
6102 for the purpose of exclusively providing
radio broadcasting service, television broad-
casting service and on-demand media service.
A single company can provide only one radio
broadcasting service, one television broadcast-
ing service and one on-demand media service.
Media service providers cannot insert any provi-
sions contrary to the principles stipulated in this
article into their articles of association after the
broadcasting licence has been granted. Articles
of association amendments must be reported to
the RTUK within one month.

Political parties, labour unions, professional
associations, co-operatives, associations, soci-
eties, foundations, local administrations and
companies established by such entities or of
which they are direct or indirect shareholders,
stock-broker companies and real or legal per-
sons who are direct or indirect shareholders of
these companies cannot not be granted broad-
casting licence, and cannot directly or indirectly
be shareholders of the media service providers.

The total direct foreign capital share in a media
service provider cannot exceed 50% of the
paid-in capital. A foreign real or legal person
can directly become a partner of no more than
two media service providers. If foreign real or
legal persons hold shares in companies that are
shareholders of media service providers and
become indirect partners of the broadcasters,
the chair, the deputy chair and the majority of
the board of directors and the general director of
the broadcasting enterprises have to be citizens
of the Republic of Turkey, and the majority of the
votes in the general assemblies of broadcasting
enterprises must belong to Turkish real or legal
persons. The arrangements ensuring these pro-
visions must be stated clearly in the main con-
tracts of such corporations.
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In media services, broadcasts with generalist or
thematic content can be made. Whilst applying
for a broadcasting licence, media service pro-
viders must submit a written notification to the
RTUK about their type of broadcast. The type
of the broadcast must be clearly stated in the
broadcasting licence document to be granted
to these enterprises by the RTUK.

Broadcasting services must be made in accord-
ance with the specified type and language
informed to the RTUK. Upon request, the type
of broadcast can be changed with the permis-
sion of the RTUK. Any enterprise that broadcasts
contrary to the type specified in its licence will be
deemed to have violated the terms of the broad-
casting licence.

If generalist and thematic television enterprises
provide animated cartoons in children’s pro-
grammes, at least 20% of the animated car-
toons and at least 40% of the other children’s
programmes must be productions made in the
Turkish language and reflecting the Turkish cul-
ture. Statistical data on the broadcasting hours
and durations of children’s programmes and
details about the place of production must be
reported to the RTUK in monthly schedules.

Radio and television enterprises must provide
Turkish folk music and Turkish art music in their
broadcasts at specified percentages and hours.
The principles regarding the percentages and
broadcasting hours of these programmes must
be determined by the RTUK.

The OTT Regulation and the Media Law are the
main documents that regulate online broadcast-
ing services.

Article 29/A of the Media Law and the OTT Reg-
ulation establish the principles and procedures
regarding online broadcasting licences of media
service providers, and broadcasting transmis-
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sion authorisations of platform operators that
carry out online television, radio or on-demand
services. The OTT Regulation also applies to
foreign service providers and operators that
broadcast in the Turkish language from abroad
or, regardless of the broadcasting language,
those who target audiences in Turkey in their
commercial publications.

According to Article 29/A of the Media Law,
media service providers wishing to provide
media services solely on the internet must obtain
a licence from the RTUK. However, if a media
service provider already holds a broadcasting
licence, no separate licence is required to pro-
vide media services on the internet.

Media services providers wishing to engage in
online broadcasting must obtain the following
separate broadcast licences from the RTUK:

« for online radio services: INTERNET-RD
broadcast licence;

- for television services: INTERNET-TV broad-
cast licence; and

- for on-demand broadcast services:
INTERNET-IBYH broadcast licence.

A single media services provider is limited to
one radio, one television and one on-demand
service. Online broadcast licences are granted
to companies for ten years. Platform operators
broadcasting on their own websites or mobile
applications must be authorised by the RTUK.

Foreign media service providers wishing to
broadcast in Turkey and in a language other than
Turkish must also be licensed. A foreign entity
should begin the licensing process by legally
establishing its business in Turkey.

With all other internet contents, online media

services are also regulated under Law No 5651,
which regulates the obligations of content pro-
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viders, hosting providers, internet providers and
social network providers, and states the follow-
ing:

« content providers are required to provide
information to ICTA if requested (Article 4);

* hosting providers are required to provide
information to ICTA if requested, and to retain
traffic data about their hosting activities (Arti-
cle 5);

« access providers are required to block alter-
native access methods and to provide infor-
mation to ICTA if requested (Article 6); and

* mass-use providers are required to take
measures to prevent users accessing criminal
content (Article 7).

Social Network Providers are obliged to respond
to individual requests within 48 hours, comply-
ing with content removal and access prevention
measures, and providing regular reports includ-
ing statistical and categorical information con-
taining the foregoing (Additional Article 4).

Social network providers abroad that have more
than 1 million daily accesses from Turkey are
required to appoint local representatives, who
are responsible for accepting notices, notifi-
cations and requests from administrative and
judicial authorities in Turkey, responding to indi-
vidual applications and fulfilling other obligations
under Law No 5651.

10. ENCRYPTION
REQUIREMENTS

10.1 Legal Requirements and
Exemptions

Article 12 of the DP Law requires controllers to
take all necessary technical and administrative
measures to provide a sufficient level of secu-
rity in order to prevent unlawful processing and
unlawful access, and to ensure the retention of
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personal data. However, the DP Law does not
detail the minimum requirements for complying
with this rule. The Turkish parliament preferred,
in fact, to refrain from limiting the measures to be
taken by data controllers and instead required
data controllers to take any and all measures
required to protect the data, without limitation.

This being said, the Board has published the
Guideline on Personal Data Security (Technical
and Organisational Measures) (DP Guideline) to
guide data controllers on the following technical
measures to be taken to protect personal data:

« authority matrix;

« authority control;

 access logs;

* user account management;

* network security;

« application security;

* encryption;

* penetration test;

* intrusion detection and prevention systems;
* log records;

+ data masking;

« data loss prevention software;

* backup;

- firewalls;

« current anti-virus systems;

- deletion, destruction or anonymisation; and
* key management.

The Circular governs the security measures that
should be taken by public institutions and oper-
ators providing critical infrastructure services
in order to mitigate and eliminate the security
risks faced in information systems and to secure
the critical data that could jeopardise national
security or cause the destruction of public order
when their privacy, integrity and accessibility are
compromised.
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The Circular details the following:

« at points where classified information is
processed by public institutions and organi-
sations, dissemination security (TEMPEST) or
similar security measures must be taken;

« portable devices (laptops, mobile devices,
external memory/discs, CD/DVDs, etc) with
uncertain origins, including those personally
used, must not be connected to institutional
systems. Devices storing classified data must
be taken outside the institution only once the
data contained in terms of hardware and/or
software is encrypted, and devices used for
this aim must be recorded;

« the development of local and national encryp-
tion systems must be encouraged, and
institutions’ classified communication must
be conducted on such systems; and

« the settings of public email systems must
be configured to be secure; email servers
must be hosted within Turkey and under the
control of the institution; and communication
between servers must be conducted in an
encrypted form.

New information systems to be established in
all public institutions and organisations as well
as enterprises providing critical infrastructure
services must comply with the procedures and
principles set forth in the Circular and the guide-
lines prepared based on the Circular.

11. COVID-19

11.1 Pandemic Responses Relevant to
the TMT Sector

COVID-19-related legislative acts in the TMT
sector mostly concerned activities that may be
conducted remotely that were previously con-
ducted face-to-face.
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The Regulation on Remote Identification Meth-
ods to be Used by Banks and the Establishment
of Contractual Relations in Electronic Environ-
ment was published in Official Gazette No
31441, dated 1 April 2021. With the regulation,
it became possible to perform identity verifica-
tion proceedings by video calls online without
the need for the customer representative and the
customer to be physically present in the same
environment. In addition, after identity verifica-
tion was made remotely or through branches,
it became possible to establish remote banking
contracts.

The Regulation on Verification Process of the
Applicant’s Identity in the Electronic Communi-
cations Sector (RIR) was introduced in Official
Gazette No 31523, dated 26 June 2021. Accord-
ing to the RIR, only the following channels can
be used for identification verification:

+ e-Government gateway;

19

« visual verification by Al or an authorised
person, together with a document with a near
field communication feature in accordance
with the ICAO 9303 standard;

« creating PAdES with a Republic of Turkey ID
Card; and

« taking video footage that is specific to the
process with the applicant’s identity docu-
ment in face-to-face channels — the Regula-
tion allows Al to compare the face in the live
image with the photograph in the identity
document.

On 19 August 2021, the BRSA published the
Draft Regulation on the Operating Principles
of Digital Banks and Service Model Banking
(DBDR), and opened it for public opinion. The
DBDR aims to determine the operating princi-
ples of branchless banks that serve exclusively
through digital channels and the conditions for
the provision of the banking as a service model
to businesses and innovative enterprises (ie,
start-ups).
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Moroglu Arseven is an independent full-ser-
vice law firm established in 2000, with broadly
demonstrated expertise and experience in busi-
ness law. It has a dynamic and dedicated team
of lawyers who are experts in their respective
fields and offer outstanding client service, with
the support of distinguished independent of
counsel. Moroglu Arseven offers a true one-
stop shop to its clients, with its very strong IR,
IT, telecommunications and media practices.
The firm provides a full range of legal support
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area. Within her TMT-related
work, she focuses on M&A,
venture capital, growth and
start-up financing, data
protection, privacy, e-commerce, cloud
services, gaming, cybercrime and e-money
issues. Her experience with complex
compliance issues, anti-corruption and anti-
money laundering matters enables Burcu to
provide a full range of support to TMT clients,
often involving cross-border elements and
multi-jurisdiction liability considerations. She is
known as a strong negotiator, and for providing
clients with clear, quality and concentrated
legal advice within the rapidly developing and
expanding Turkish TMT market. Burcu has
experience in all segments of TMT, including
telecommunications regulatory support,
software development, mobile services (such
as mobile platform development), web
services, e-commerce and hardware
manufacturing, as well as related financing and
investment. She works closely with clients of
all sizes and development stages, providing
strategic guidance on the legal aspects of
creating, acquiring, transferring, using and
protecting technology.
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in a TMT context to clients including major tech
companies, digital markets and media clients,
electronics giants, telecom providers, perform-
ing artists, sports players, content creators,
publishers, broadcasters, tournament organ-
isers, producers, coaches, agents, ticketing
agencies, venues, and promotion and adver-
tising agencies. It also regularly advises clients
involved in financing or investing within these
industries, such as financial institutions or pri-
vate equity funds.

Ezgi Baklaci Giilkokar is a

=% partner at Moroglu Arseven and
B specialises in supporting brand
and patent owners in navigating
complex IP disputes, and in
establishing, managing and
protecting their intellectual assets in Turkey.
Her work concentrates on trade marks, patents
and unfair competition, focusing on litigation,
strategy and enforcement issues. Ezgi has
significant experience in guiding clients for
whom IP plays a central role to their broader
commercial success, and in developing
multi-stage strategies to combat sophisticated
infringers and trolls. She has represented many
well-known brands and patent owners on both
sides of high-stakes disputes. Ezgi’s practical
recommendations assist clients to make
critical business decisions, focusing on the role
of a given IP issue as it relates to each client’s
wider business, market dynamics or global
portfolio. She advises a number of major global
brands on all aspects of their Turkish trade
mark and patent issues within their daily
business, and on how to deal with escalating
disputes and litigation.
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Ece Berkman is a senior
associate in the IP team at
Moroglu Arseven, and supports
clients in protecting, enforcing

| and commercialising their IP
rights in Turkey. She focuses on
copyrights, trade marks, domain names,
industrial designs, unfair competition, licensing
and advertisements. She regularly advises
clients on trade mark portfolios and IP litigation
matters, as well as handling all actions
necessary to protect and strengthen clients’
intellectual property portfolios. Ece has
particular experience in copyright infringement
and compensation matters. Her expertise
includes opposition, infringement, non-use and
cancellation actions, as well as organising and
conducting raids for the seizure of counterfeit
products.

Ceylan Necipoglu is a senior
associate at Moroglu Arseven
and specialises in [T law,
particularly e-commerce,
internet law, fintech, emerging
technologies, cryptocurrencies,
privacy and data protection, cybersecurity,
compliance and telecommunications law. She
assists clients in the establishment of their
market strategies on complex ICT projects,
and in the drafting and negotiation of complex
IT contracts, including outsourcing, licensing,
procurement and service agreements. Ceylan
assists businesses with the assessment and
strategic management of their privacy, security,
electronic workplace and e-business legal
risks, both domestically and globally. She has
been lecturing at universities as a guest
lecturer and has published articles in
international academic journals on subjects
ranging from cybersecurity to fintech.
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