
THE GUIDE TO 
DATA AS A 
CRITICAL ASSET

TH
E GU

IDE TO DATA AS A CRITICAL ASSET
Editor
Mark Deem

© Law Business Research 2022 



The Guide to Data as a 
Critical Asset 2022

Reproduced with permission from Law Business Research Ltd 
This article was first published in April 2022 

For further information please contact Natalie.Hacker@lbresearch.com

© Law Business Research 2022 



Published in the United Kingdom
by Global Data Review
Law Business Research Ltd
Meridian House, 34–35 Farringdon Street, London, EC4A 4HL, UK
© 2022 Law Business Research Ltd
www.globaldatareview.com

To subscribe please contact subscriptions@globaldatareview.com

No photocopying: copyright licences do not apply.

The information provided in this publication is general and may not apply 
in a specific situation. Legal advice should always be sought before taking 
any legal action based on the information provided. This information is 
not intended to create, nor does receipt of it constitute, a lawyer–client 
relationship. The publishers and authors accept no responsibility for any 
acts or omissions contained herein. Although the information provided was 
accurate as at March 2022, be advised that this is a developing area.

Enquiries concerning reproduction should be sent to Law Business Research, 
at the address above. Enquiries concerning editorial content should be 
directed to the editor – tom.webb@globaldatareview.com.

ISBN: 978-1-83862-859-8

Printed and distributed by Encompass Print Solutions
Tel: 0844 2480 112

© Law Business Research 2022 



iii

Contents

Introduction �������������������������������������������������������������������������������������������������������������������������������������������������1
Mark Deem
Mishcon de Reya LLP

How Best to Protect Proprietary Data in Data-Sharing Deals ��������������������������������8
Toby Bond
Bird & Bird

Personal Data Protection in the Context of Mergers and Acquisitions ����������23
Fabio Ferreira Kujawski, Paulo Marcos Rodrigues Brancher and  
Thiago Luís Sombra
Mattos Filho Advogados

Successful Data Breach Response: What Organisations Should 
Look Out For ��������������������������������������������������������������������������������������������������������������������������������������������38
Rehana C Harasgama, Jan Kleiner and Viviane Berger
Bär & Karrer Ltd

The Paper Trail: Data Protection Impact Assessments 
and Documentation �����������������������������������������������������������������������������������������������������������������������������59
Felipe Palhares
BMA – Barbosa, Müssnich, Aragão Advogados

Accountability to Data Subjects and Regulators ������������������������������������������������������������74
Cédric Burton, Laura De Boel, Christopher N Olsen and Lydia B Parnes
Wilson Sonsini Goodrich & Rosati

Privacy by Design and Data Minimisation ��������������������������������������������������������������������������96
Alan Charles Raul, Francesca Blythe and Sheri Porath Rockwell
Sidley Austin LLP

© Law Business Research 2022 



Contents

iv

Cybersecurity Compliance ���������������������������������������������������������������������������������������������������������� 112
Burcu Tuzcu Ersin, Burcu Güray and Ceylan Necipoğlu
Moroğlu Arseven

Embedding Good Data Governance across the Business ������������������������������������� 124
Sarah Pearce and Ashley Webber
Paul Hastings (Europe) LLP

Threat Awareness: The Spectre of Ransomware ������������������������������������������������������� 140
René Holt
ESET

© Law Business Research 2022 



v

Preface

Data is not just a source of regulatory risk: it is a vital asset for almost every type of 
organisation. Artificial intelligence and other forms of sophisticated computing and 
automation are no longer the stuff of science fiction: the future has become the present 
(or, at least, the near future). None of this would be possible without data. But even 
‘classic’ business models now rely on the use of all forms of data, and its protection – 
whether in a data privacy or any other sense – is more important than ever.

Whether exploited as a core part of a business model, kept confidential during the 
development of a new product or processed with the care required by personal data 
regulation, information is now a board-level concern. GDR’s The Guide to Data as a 
Critical Asset takes a unique view of data. Instead of looking at it through a regulatory 
and risk lens, the contributors to this book – edited by Mishcon de Reya partner Mark 
Deem – aim to steer companies through the gathering, exploitation and protection of 
all types of data, whether personal or not.

Global Data Review
London
March 2022
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Cybersecurity Compliance

Burcu Tuzcu Ersin, Burcu Güray and Ceylan Necipoğlu1

Moroğlu Arseven

Introduction
During the past decade, the regulation of cybersecurity has become a very hot topic 
in the world as a result of an increase in the level of importance attributed to data and 
privacy as well as the digitalisation of services, including government services. As the 
value of information systems and the data they contain increase, the security of these 
information systems and data becomes more and more important. Also, with the use 
of the internet of things (also known as IoT) in homes and workplaces, the cost of 
cybersecurity events has become more concrete and visible. Therefore, efforts to draw 
up a legal framework to ensure an adequate level of security have accelerated.

Data breaches are costly. During 2021, the average cost of data breaches rose from 
US$3.86 million to US$4.24 million.2 According to a report by Verizon,3 the financial 
impact of 95 per cent of a business email compromise is between US$250,000 and 
US$984,855, that of a computer data breach is between US$148,000 and US$1,594,648, 
and that of a ransomware attack is between US$69,000 and US$1,155,775. These 
figures do not take account of legal costs, liabilities and secondary costs, and on top of 
that is the associated loss of reputation and trust. According to research, companies 
that suffered a data breach were underperforming on the NASDAQ stock exchange 
after six months.4

1 Burcu Tuzcu Ersin is a partner and Burcu Güray and Ceylan Necipoğlu are senior associates 
at Moroğlu Arseven.

2 IBM, Cost of a Data Breach Report 2021, available at https://www.ibm.com/uk-en/security/ 
data-breach (last accessed 21 Feb. 2022).

3 Verizon, 2021 Data Breach Investigations Report, available at https://www.verizon.com/
business/resources/reports/dbir/ (last accessed 21 Feb. 2022).

4 id.
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Data breaches are also costly for data owners and data subjects. A data breach may 
lead to exposure of a person’s private information. With the increase in the importance 
attributed to personal data, especially in the electronic environment created by the level 
of digitalisation and popularity of smart devices, there is now a new aspect of cyber-
security and the awareness for protection of data has entered a new phase. However, 
cybersecurity is not limited to protection of personal data, but has the purpose of 
protecting any data – or more accurately, the system and network as a whole.

In this article, we examine the general framework for data security in the European 
Union and the United States to gain a better understanding of the latest trends. Then, 
as a more specific example, the current outlook in Turkey is explained.

Regulating cybersecurity
In the European Union, Directive (EU) 2016/1148 (the NIS Directive)5 was the first 
legal document setting out the regulation of cybersecurity across the Union. Being in 
the form of a directive, EU Member States have been able to adopt its requirements 
with a certain level of flexibility. Regulation (EU) 2019/8816 was enacted to comple-
ment the NIS Directive to establish a framework for cybersecurity certification.

The NIS Directive requires Member States to ensure that operators of essential 
services take appropriate and proportionate technical and organisational measures to 
manage the risks to the security of the network and information systems that they use 
in their operations. The term ‘operator of essential services’ is defined as a public or 
private entity carrying out business in the field of energy, transport, banking, financial 
market infrastructure, health, drinking water supply and distribution, or digital infra-
structure and that meet the following criteria:
• an entity providing a service that is essential for the maintenance of critical societal 

or economic activities;
• provision of the service depends on network and information systems; and
• an incident would have significant disruptive effects on the provision of that service.

5 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 
concerning measures for a high common level of security of network and information systems 
across the Union.

6 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on 
ENISA (the European Union Agency for Cybersecurity) and on information and communications 
technology cybersecurity certification and repealing Regulation (EU) No. 526/2013 
(Cybersecurity Act).

© Law Business Research 2022 



Cybersecurity Compliance | Moroğlu Arseven

114

The NIS Directive also requires Member States to adopt a national strategy on the 
security of network and information systems to define the strategic objectives and 
appropriate policy and regulatory measures.

As explained, the NIS Directive does not provide an EU-wide standard that applies 
to every and each entity, but instead requires the Member States to ensure the security 
of network and information systems in certain sectors by means of incident notifica-
tion measures. A proposal presented to the European Commission on 16 December 
2020 will repeal and replace the NIS Directive, and extends the scope to include new 
sectors such as telecommunications, social media platforms and public administration.

Most current legislation does not provide a sufficient standard for cybersecurity. 
To plug this gap, other frameworks and standards have been developed and published. 
In this respect, the European Union Agency for Cybersecurity (ENISA) has collabo-
rated with the Standard Developing Organisations (namely ISO SC27, ETSI and 
CEN CENELEC).7

In the United States, there is no single legal document that determines a nation-
wide cybersecurity framework. However, the Health Insurance Portability and 
Accountability Act of 1996, the Gramm-Leach-Bliley Act of 1999 and the Federal 
Information Security Management Act, which is part of the 2002 Homeland Security 
Act, are the main pieces of legislation that set out certain cybersecurity requirements.

Under Executive Order 13636 on Improving Critical Infrastructure Cybersecurity, 
issued in February 2013, the National Institute of Standards and Technologies was 
assigned to develop a cybersecurity framework. Furthermore, the Cybersecurity and 
Infrastructure Security Agency has determined 16 critical infrastructure sectors that 
require an enhanced level of protection against cyberattacks, namely chemical, commer-
cial facilities, communications, critical manufacturing, dams, defence industrial base, 
emergency services, energy, financial services, food and agriculture, government facili-
ties, healthcare and public health, information technology, nuclear reactors, materials 
and waste, transportation systems, and water and wastewater systems.

In addition, in 2014, the Securities and Exchange Commission’s Examination 
Priorities included a focus on technology controls and cybersecurity.

In Turkey, although cybersecurity is not an old concept, there is no specific law or 
regulation that governs cybersecurity standards. Nevertheless, since the enactment of 
the Personal Data Protection Law No. 6698 (the DP Law), cybersecurity has become 
an even more important concept for any data controller as data breaches can now 

7 See https://www.enisa.europa.eu/topics/standards/standards (last accessed 21 Feb. 2022).
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lead to administrative fines as well as civil and criminal liability. The Personal Data 
Protection Board (the Board) has published guidelines regarding technical security 
measures to be taken by all data controllers, but this is limited to the protection of 
personal data. The DP Law introduced a new aspect to cybersecurity, namely that it 
is not limited to the protection of personal data but also the information system and 
network, including the data within it.

The minimum cybersecurity measures to be undertaken by public institutions and 
certain key sectors, such as telecommunications and banking, are also determined by 
a series of circulars and guidelines. Furthermore, cybersecurity standards adopted by 
the Turkish Armed Forces comply with the standards required by the North Atlantic 
Treaty Organization. There are also specific regulations for the protection of data in 
regulated sectors, including banking and capital markets.

In recent years, the establishment of the Digital Transformation Office of the 
Presidency of the Republic of Turkey (DTO) and National Cyber  Incidents Response 
Center (NCIRC) were big steps towards establishing a more solid foundation for 
cybersecurity across Turkey. Both the NCIRC and the DTO publish guidelines 
regarding information security measures.

Following the steps taken by the European Union regarding cybersecurity, Turkey’s 
Information and Communication Technologies Authority has initiated efforts to 
prepare a draft code regarding cybersecurity-related matters. This draft is expected 
to echo the NIS Directive and Regulation (EU) 2019/881 and establish a national 
cybersecurity standard. Additional legislation was planned as part of Turkey’s National 
Cybersecurity Strategy for 2013–20148 and 2016–2019,9 but no drafts have yet been 
published. Similar plans were included in the National Cybersecurity Strategy and 
the 2015–2016 Action Plan, but no draft has yet been made public. However, it was 
mentioned verbally by the Information and Communication Technologies Authority  
that work on cybersecurity legislation had been carried out.

Regulating cybersecurity with regard to the protection of personal data 
Cybersecurity is a concept of security of information systems and the information 
they contain, regardless of the types of data. That being said, personal data protection 
regulation has made cybersecurity an important aspect of data protection regimes. In 

8 See https://www.btk.gov.tr/uploads/pages/2-0-1-cyber-security-strategy-and-action-plan-2013 
-2014-5a3412df707ab.pdf (last accessed 21 Feb. 2022).

9 See https://hgm.uab.gov.tr/uploads/pages/siber-guvenlik/2016-2019guvenlik.pdf (in Turkish 
only) (last accessed 21 Feb. 2022).

© Law Business Research 2022 



Cybersecurity Compliance | Moroğlu Arseven

116

most jurisdictions, including Turkey, the most severe data breaches have been caused 
by a lack of cybersecurity measures. The scope of data protection regulations is limited 
to the protection of personal data; but as they require an adequate level of cybersecu-
rity, they can be a guide for cybersecurity in jurisdictions where no specific universal 
cybersecurity regulation is in place. 

Article 24 of Regulation (EU) 2016/679 (the General Data Protection Regulation 
(GDPR)) requires data controllers to implement appropriate technical and organi-
sational measures to ensure their processing complies with the GDPR. Moreover, 
pursuant to Article 32, taking into account the costs of implementation and the 
nature, scope, context and purposes of processing as well as the risk of variations in 
likelihood and severity for the rights and freedom of natural persons, data controllers 
and data processors must implement appropriate technical and organisational meas-
ures to ensure a level of security appropriate to the risk, including, among other things:
• the pseudonymisation and encryption of personal data;
• the ability to ensure continuing confidentiality, integrity, availability and resilience 

of processing systems and services;
• the ability to restore the availability of and access to personal data in Turkey in a 

timely manner in the event of a physical or technical incident; and
• a process for regularly testing, assessing and evaluating the effectiveness of tech-

nical and organisational measures for ensuring the security of data processing.

Article 12 of Turkey’s DP Law requires data controllers to take all necessary tech-
nical and administrative measures to provide a sufficient level of security to prevent 
unlawful processing, prevent unlawful access, and ensure the retention of personal data. 
However, the DP Law does not set out the minimum requirements for complying 
with this rule. The Turkish parliament, preferring to refrain from limiting the measures 
to be taken by data controllers, instead required data controllers to take all necessary 
measures to protect data, without any limitation.

Nevertheless, the Board has published a Guideline on Personal Data Security 
(Technical and Organisational Measures)10 (the DP Guideline) to guide data control-
lers on technical measures for the protection of personal data.

10 See https://www.kvkk.gov.tr/yayinlar/veri_guvenligi_rehberi.pdf (in Turkish only) (last accessed 
21 Feb. 2022).
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In the United States, the California Consumer Privacy Act allows any consumer 
whose non-encrypted and non-redacted personal information is subject to unauthor-
ised access and exfiltration, theft or disclosure as a result of a business’s violation of the 
duty to implement and maintain reasonable security procedures and practices appro-
priate to the nature of the information to protect personal information, to institute a 
civil action for:
• recovery of damages in an amount not less than US$100 and not greater than 

US$750 per consumer per incident, or actual damages, whichever is greater;
• injunctive or declaratory relief; and
• any other relief the court deems proper.

In summary, personal data protection regimes require a certain level of protection for 
systems that contain personal data.

Cybersecurity for public offices and critical infrastructure
The protection of state information systems as well as critical infrastructure has been 
regarded as a matter of national security for a while now. In fact, protection of critical 
infrastructure has been the main reason why several jurisdictions have adopted cyber-
security regulations. For instance, the NIS Directive and Regulation (EU) 2019/881 
establish the protection of critical infrastructure. However, they do not include any 
requirements for information systems that are not considered as critical.

Turkey has adopted a similar path and regulates certain cybersecurity require-
ments to which public entities and critical infrastructure operators must adhere. A 
Presidential Circular on Information and Communication Security Measures,11 
published in Official Gazette No. 30823 of 6 July 2019, governs security measures 
that should be taken by public institutions and operators providing critical infrastruc-
ture services so as to mitigate and eliminate the security risks faced in information 
systems and to secure the critical data that could jeopardise national security or 
cause destruction of public order when their privacy, integrity and accessibility have 
been compromised.

11 See https://cbddo.gov.tr/en/presidential-circular-no-2019-12-on-information-security-measures 
(last accessed 21 Feb. 2022).
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Sector-specific cybersecurity regulations
Owing to the importance attributed to their data, there are specific regulations 
regarding cybersecurity within the banking, insurance, e-commerce, telecommuni-
cations and health sectors. Apart from being considered as critical infrastructure, in 
many jurisdictions specific regulations have been adopted to protect the integrity and 
continuity of the information systems.

In Turkey for instance, the Regulation on Information Systems of Banks and 
Electronic Banking Services, published in Official Gazette No. 31069 of 15 March 
2021, which is fully effective as of 1 January 2021, is the main legal document governing 
banks’ information systems.12 This Regulation aims to regulate the minimum proce-
dures and principles required as a basis for the management of information systems 
in the performance of banking activities, the provision of electronic banking services, 
and the management of the risks related thereto, and the information systems controls 
that must be established.

Electronic communications is another sector in which information systems 
are heavily regulated. In Turkey, the Regulation on Electronic Communication 
Infrastructure and Information System (the Infrastructure Regulation), the Network 
and Information Security Regulation in the Electronic Communications Industry 
(the Network Regulation) and Electronic Communication Law No. 5809 are the 
main pieces of legislation that govern the security of information systems of elec-
tronic communication institutions. The Infrastructure Regulation envisages the 
establishment of an Electronic Communication Infrastructure Information System in 
which the information regarding the infrastructure of operators within the electronic 
communication sector is recorded.

The Network Regulation regulates the procedures and principles to be followed 
by operators to ensure network and information security. The operators are obliged to 
establish an information system management system (ISMS), which is defined as all 
activities that are systematic, regulated, planned, manageable, sustainable, documented, 
accepted by the management of the operator, and based on international security 
standards (TS ISO/IEC 27001 or ISO/IEC 27001 standards), to ensure the confi-
dentiality, integrity and accessibility of information. Operators must also implement 
an ISMS policy, an asset inventory and classification. The Network Regulation envis-
ages certain security measures, including preparing risk management and evaluation, 

12 See https://www.resmigazete.gov.tr/eskiler/2020/03/20200315-10.htm (in Turkish) (last 
accessed 21 Feb. 2022).
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business continuity measures, management of information security breach and vulner-
abilities, internal audits, employment, discipline procedures, physical access, protection 
against environmental threats, equipment security, electronic environment manage-
ment, network security, separation of duties and environments, backing up, logging, 
user access management, password management, maintenance, and other measures.

The regime applicable to the health sector is relatively strict as regards processing of 
sensitive health data. The Regulation on Personal Health Data, Circular No. 2015/17 
on Health Information Systems Applications and Information Security Policies 
Directive and Guideline are important legal documents that set out security measures 
to be adopted within the sector.
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BURCU TUZCU ERSİN
Moroğlu Arseven

Burcu Tuzcu Ersin, LLM, leads Moroğlu Arseven’s IT and telecommunications prac-
tice area. Within her IT and telecommunications work, Burcu focuses on mergers and 
acquisitions, venture capital, growth and start-up financing, data protection, privacy, 
e-commerce, cloud services, gaming, cybercrime and e-money issues. Her experience 
with complex compliance issues, anti-corruption and anti-money laundering matters 
means Burcu provides a full range of support to IT and telecommunications clients, 
often involving cross-border elements and multi-jurisdiction liability considerations.

Burcu is known for being a strong negotiator, as well as providing clients with 
clear, high-quality and concentrated legal advice within the rapidly developing and 
expanding Turkish IT and telecommunications market.

Burcu has experience in all segments of IT and telecommunications, including 
regulatory support, software development, mobile services (such as mobile platform 
development), web services, e-commerce and hardware manufacturing, as well as 
related financing and investment. She works closely with clients of all sizes and devel-
opment stages, providing strategic guidance on the legal aspects of creating, acquiring, 
transferring, using and protecting technology.

She has a strong track record of guiding and training clients on the legal and prac-
tical aspects of the local IT and telecommunications sector. She is particularly active 
in venture capital, growth and start-up financing. A significant proportion of her time 
is spent assisting clients in related areas.
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Burcu Güray is a senior member in the firm’s fintech and IT teams, with particular 
expertise in local and EU data protection, e-commerce and internet services, digital 
assets, crowdfunding and compliance issues.

Burcu helps clients to deal with circumstances where commercial issues intersect 
with regulatory considerations and has particular experience assisting clients to deal 
with complicated compliance issues in Turkey. She supports clients with complicated 
regulatory compliance questions and programs, covering topics such as data protection 
and privacy, data security matters, capital markets instruments, crypto assets, insurance 
matters, corporate governance, anti-corruption and business crimes.

She advises clients on a large quantity of technology matters, including IT procure-
ment, outsourcing, cloud and licensing. She also assists clients on financial services 
and products in the fintech sector and helps them to establish their market strategy by 
understanding their commercial needs and objectives.
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She assists clients in the establishment of their market strategies on complex 
ICT projects, and the drafting and negotiation of complex IT contracts, including 
outsourcing, licensing, procurement and service agreements.

She deals with businesses on the assessment and strategic management of their 
privacy, security, electronic workplace, and e-business legal risks both domestically 
and globally. She has been lecturing at universities as a guest lecturer and has articles 
published in international academic journals on subjects ranging from cybersecurity 
to fintech technologies.

Ceylan is a member of ITechLaw and the International Association of Privacy 
Professionals. She has been a mentor and adviser for a range of technology-related 
working group meetings organised by İtü Çekirdek and Work-Up. She is ranked 
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Moroğlu Arseven is an independent full-service law firm established in 2000, with 
broadly demonstrated expertise and experience in business law. It has a dynamic and 
dedicated team of lawyers who are experts in their respective fields and who offer 
outstanding client service with the support of distinguished independent of counsels. 
The firm’s primary guiding principles are universal and national ethical values, 
independence of legal practice and the indivisibility of legal science and legal practice. 
Moroğlu Arseven is known as a detail-oriented, well-connected, hands-on and focused 
law firm that is expert at handling complex tasks, whether these relate to transactions, 
disputes or settlements. Its clients include national, foreign and multinational 
commercial, industrial and financial enterprises, which it advises on complex issues 
and high-profile matters that require multidisciplinary legal support. The firm’s primary 
goal in representing and advising clients is to provide and implement clear, applicable 
and pragmatic solutions that focus on each client’s specific needs, transactions, legal 
questions or disputes. Its attorneys adopt a holistic approach to the broader legal and 
commercial situation and offer expertise in individual topics, while also collaborating 
with topic experts from other practices.
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